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Nondisclosure agreements, or NDAs, are contracts typically between an employer and an employee.[1] These were
originally created to protect a company’s confidential information, by ensuring that employees can’t disseminate it.[2] NDAs
have become commonplace corporate practice to protect confidential information such as trade secrets, or “proprietary
processes”.[3]However, there are two general areas that employers have exploited the use of NDAs in recent years. The first
has been uncovered through the #MeToo Movement, and the second has recently come to light with the Theranos trial.
The first area where nefarious NDA use has been exposed has been through the #MeToo movement.[4] NDAs have
been utilized by companies as gag orders, preventing employees from speaking up about sexual misconduct, discrimination,
and harassment in the workplace.[5] In the face of this injustice, states have reacted by broadening their laws banning the use
of NDAs for both sexual harassment and discrimination in the workplace.[6] A prime example is California, who passed the
“Silenced No More Act” in 2018, which extends bans on NDAs from sexual harassment to include discrimination as well.[7]
These steps taken to further ban the use of NDAs to prevent discrimination and harassment are milestones in legislation.

However, the second area of NDA misuse, regarding unlawful company practice still run abound, as seen in the startup
Theranos. The unicorn company Theranos was a blood-testing startup whose technology simply did not work and has been
subject to many suits regarding its corporate practices of defrauding investors.[8] This litigation has exposed Theranos’s
aggressive reliance on NDAs to hide their illegal practices. Theranos had their employees sign NDAs before their initial
interview,[9] in addition to another one upon resignation.[10] Indeed an exit NDA and searching one’s bag was standard exit
protocol for the company.[11] Once an employee refused to sign an NDA upon resignation and in retaliation CFO Sunny
Balwani ordered Theranos security officers to block him from exiting the property.[12] This bulldogged use of NDAs as a
protection, decrying that all the information is a “trade secret”, prevented many employees from reporting Theranos’s illegal
corporate practices.[13]
There has been Legislation enacted in recent years to prevent corporations from using NDAs as blocks to
whistleblowers, as seen with the Federal enactment of the Defend Trade Secrets Act (DTSA) in 2016.[14] The steps taken in
the DTSA allow whistleblowers to disclose information that is “solely for the purpose of reporting or investigating a
suspected violation of law” to a government official or attorney despite their NDAs.[15] This statutory protection is only
effective when an employee has notice of it. As an incentive for employers to disclose this immunity to employees,
employers are denied exemplary damages or attorney fees if they don’t provide notice.[16] In light of this, the ABA advises
employers to update their policies to include notice of the whistleblower immunity.[17] However, as seen in the persistent use
of NDAs in Theranos, employers have not been significantly swayed to disclose whistleblower immunity to their employees.
The DTSA therefore does not offer whistleblowers a substantive protection from their employers and their NDAs. Some
lawyers have noted that the wording of the DTSA has been construed by Courts as an affirmative defense that must be raised
in litigation itself.[18] Despite this supposed immunity, whistleblowers are still compelled to go to Court in order to raise this
defense. Courts themselves are seldom swayed to overlook an NDA and usually only do so for public policy reasons.[19]
Rather, in most cases, Courts favor arguments for a company's trade secrets.[20]
Abigail Stevens advocated a more radical approach, grounded in the First Amendment.[21] She states that NDAs, in
its very nature, may violate a “core constitutional right” of freedom of speech.[22] Abolishing NDA’s entirely is far from
being enacted by Legislatures, however, there are reforms that can be made in the existing structure of the DTSA to ensure
NDAs are not used to cover up illegal and fraudulent practices. There have been significant strides by both the Federal and
State Legislatures to protect whistleblowers from excessive enforcement of NDAs. However, as seen through the Theranos
scandal and the Courts continued construction of the DTSA, this provides insufficient protection to whistleblowers attempting
to expose unlawful company practices. An extended look at the wording and construction of the DTSA is necessary to ensure
that NDAs are not used to cover up illegal and fraudulent practices in the future. Specifically, the employer incentive to
disclose the whistleblower immunities to their employees seems to hold little or no clout, and this Section should be subject
to rigorous reforms.

Shira Bratt is a Staff Editor at CICLR.
[1] Alexandra Twin, Non-Disclosure Agreement (NDA) Explained, With Pros and Cons, Investopedia (Oct. 8, 2022)
https://www.investopedia.com/terms/n/nda.asp.
[2] Craig P. Ehrlich & Leslie Garbarino, Do Secrets Stop Progress? Optimizing the Law of Non-Disclosure Agreements to
Promote Innovation, 16 J. Law Bus., 279, 280 (2020).
[3] 4 Things You Should Know About Non-Disclosure Agreements, Thomson Reuters (March 11, 2022),
https://legal.thomsonreuters.com/en/insights/articles/4-things-to-know-about-non-disclosure-agreements
[https://perma.cc/6NWY-DFBC].
[4] Buying Silence: We Can’t Stop Workplace Sexual Harassment without Banning Non-Disclosure Agreements, The
Conversation (December 1, 2021), https://theconversation.com/buying-silence-we-cant-stop-workplace-sexual-harassmentwithout-banning-non-disclosure-agreements-172856 [https://perma.cc/8VZT-YFPC].
[5] Ifeoma Ozoma, An NDA was Designed to Keep Me Quiet, N.Y. Times, April 13, 2021.
[6] Chris Marr, States Expand Bans on Nondisclosure Pacts Beyond #MeToo Claims, Bloomberg Law (July 7, 2022),
https://news.bloomberglaw.com/daily-labor-report/states-expand-bans-on-nondisclosure-pacts-beyond-metoo-claims
[https://perma.cc/5LGH-FHM2].
[7] Buying Silence, supra note 4.
[8] “The term unicorn refers to a privately held startup company with a value of over $1 billion.” James Chen, Unicorn: What
it Means in Investing, with Examples, Investopedia (May 31, 2022), https://www.investopedia.com/terms/u/unicorn.asp
[https://perma.cc/975B-LX34]. See John Carreyrou, Hot Startup Theranos has Struggled with its Blood Test Technology, Wall
Street J., Oct. 16, 2015. See also Bobby Allyn, Elizabeth Holmes Verdict: Former Theranos CEO Is Found Guilty On 4
Counts, NPR (Jan. 3, 2022) https://www.npr.org/2022/01/03/1063973490/elizabeth-holmes-trial-verdict-guilty-theranos. See
also Lauren Rogal, Secrets, Lies, and Lessons from the Theranos Scandal, 72 Hastings L.J. 1663 (2021).
[9] Rick Berke, Interview: Theranos Whistleblower Erika Cheung Thinks Elizabeth Holmes Should Spend Years in Prison,
KQED (May 2, 2019), https://www.kqed.org/science/1941045/interview-theranoswhistleblower-erika-cheung-thinkselizabeth-holmes-should-spend-years-in-prison [https://perma.cc/DPL2-4TXP].
[10] John Carreyrou, Bad Blood: Secrets And Lies In A Silicon Valley Startup 200 (2018).
[11] Id.
[12] Id. at 107.
[13] Rogal, supra note 8.
[14] Explaining the Defend Trade Secrets Act, American Bar Association (September 20, 2016),
https://www.americanbar.org/groups/business_law/publications/blt/2016/09/03_cohen/ [https://perma.cc/XKV2-K6UB].
[15] Id.
[16] Id.; Tom Dunlap & Lee Sutherland, Whistleblower Immunity and the Defend Trade Secrets Act, Dunlap Bennet &
Ludwig (July 11, 2019), https://www.dbllawyers.com/whistleblower-immunity-and-the-defend-trade-secrets-act/
[https://perma.cc/6ANR-L3V3].
[17] Id.
[18] Daniel Sakaguchi & Monica Mucchetti Eno, Evolving Whistleblower Immunity Under the Defend Trade Secrets Act of
2016, The Recorder (July 18, 2019), https://www.law.com/therecorder/2019/07/18/evolving-whistleblower-immunity-underthe-defend-trade-secrets-act-of-2016/ [https://perma.cc/H2MH-MJE8].
[19] Lauren Rogal, Secrets Lies and Lessons from the Theranos Scandal, 72 Hastings L. J. 1663, 1689 (2021); See also Baker
v. GMC, 522 U.S. 222; Brown & Williamson Tobacco Corp. v. Wigand, 1996 N.Y. Misc. LEXIS 655.
[20] Id.
[21] Abigail Stevens, Note, Contracting Away the First Amendment?: When Courts Should Intervene in Non-Disclosure

Agreements, 28 Wm. & Mary Bill Rts J., 541, 553 (2019).
[22] Id.

